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motivation



(classical) public-key-based schemes

Figure 1: public-key-based signature

1



public-key-based schemes

Figure 2: assumptions
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signature schemes used (≈ 2014)

vendor signature scheme

Kaspersky SHA1 - RSA 2048
Norton / Symantec SHA1 - RSA 1024
Java SHA1 - RSA 1024
Microsoft SHA1 - RSA 2048
Adobe SHA1 - RSA 2048
Google SHA1 - RSA 2048
Apple SHA1 - RSA 2048
Mozilla SHA1 - RSA 2048
Sony PS3 ECDSA1

1epic security fail in 2010: int getRandomNumber(){ return 4; }
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quantum impact

Figure 3: Due to Shor’s and Grover’s algorithm (and variants)

4



hash-based signatures schemes



One-Time Signature (OTS) by Lamport/Diffie2 1/2

Example for signing a message of length n = 3:
Let a message m =”110”; security parameter b = 3 and the hash function h be equiv. to one’s
complement:

• SK: generate (pseudo-)random n key-pairs of length b:
x0,0 = 010; x0,1 = 111; x1,0 = 110; x1,1 = 001; x2,0 = 100; x2,1 = 101.

• PK: hash of the single values:
y0,0 = h(x0,0) = 101; y0,1 = 000; y1,0 = 001; y1,1 = 110; y2,0 = 011; y2,1 = 010.

• S(m): sign the message m:
σ(110) → x0,1, x1,1, x2,0
σ(110) = 111, 001, 100

• V(σ(m)): verify the signature σ(m):
h(x0,1)

?
= y0,1 and h(x1,1)

?
= y1,1 and h(x2,0)

?
= y2,0

2(DH76)
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Merkle’s tree authentication scheme (MSS)3

Figure 4: a merkle tree of height H = 2

3(Mer89)

6
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Figure 4: a merkle tree of height H = 2

3(Mer89)
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authentication path (MSS)

Figure 5: blue nodes denote the authentication path for leaf i = 3
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Fine ...

really?
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Fine ... really?
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drawbacks

Given security level b, tree height H and message length m
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improvement 1/5

Given security level b, tree height H

• MSS
• generate single trees of size of 2H

• cost ∼ 2H

• CMSSa,XMSSb

• generate t layers of trees of height H/t
• generate t trees of size 2H/t

• cost ∼ t ∗ 2H/t

(i.e. H = 40, t = 2, 2 ∗ 220 = 221)
a(BGD+06)
b(BDH11)
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improvement 2/5

Given security level b, tree height H and message length m

• using Winternitz4 OTS → Yi = f(σOTS)

• modifying tree construction5 → allowing use of 2nd preimage
resistant hash function (see ”quantum impact”)

4(Mer89)
5(BDH11)
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improvement 3/5

Given security level b, tree height H and message length m

• using seed-based secret key6

• secret key size independent of message length

6(BDH11)
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improvement 4/5

Given security level b, tree height H and message length m

• MSS requires time and space of 2H (naive)

• BDS7 algorithm (time - memory trade off by parameter k)

7(BDS08)
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improvement 5/5

storing index i → problems:

• Load-balancing

• Multi-threading ...

Goldreich’sa and SPHINCSb approach:

• use a huge/”hyper-tree”

• pick index i randomly

• few-time signature scheme (FTSc)
a(Gol04)
b(BHH+15)
c(BiBa, HORS,) HORST, PORS, and FORS
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schemes



most ”prominent” HBS schemes

• eXtended Merkle Signature Scheme (XMSS)
• stateful
• RFC8

• recommendation for stateful HBS@NIST9

• Leighton-Micali Scheme (LMS)
• stateful
• RFC10

• recommendation for stateful HBS@NIST9

• SPHINCS+
• stateless
• alternate candidate@NIST PQC11

8https://tools.ietf.org/html/rfc8391
9https://csrc.nist.gov/Projects/stateful-hash-based-signatures

10https://tools.ietf.org/html/rfc8554
11https:
//csrc.nist.gov/projects/post-quantum-cryptography/round-3-submissions
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