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Figure 1: Families of post-quantum cryptography®
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NIST Standardization Progress
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Public-Key Signature Schemes 1/2
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Public-Key Signature Schemes 2/2
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Attacks on Hash Functions
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Quantum Impact

E. Hash Functions

The family of hash functions suffer from a similar problem
as symmetric ciphers since their security depends on a fixed
output length. Grover’s algorithm can be utilized to find a
collision in a hash function in square root steps of its original
length (it is like searching an unsorted database). In addition,
it has been proved that it is possible to combine Grover’s
algorithm with the birthday paradox. Brassard et al. [21]
described a quantum birthday attack. By creating a table of
size ¥/N and utilizing Grover’s algorithm to find a collision
an attack is said to work effectively. This means that to provide
a b — bit security level against Grover’s quantum algorithm a
hash function must provide at least a 3b — bit output. As a
result, many of the present hash algorithms are disqualified
for use in the quantum era. However. both SHA-2 and SHA-3

with longer outputs, remain quantum resistant.

Figure 4: The Impact of Quantum Computing?
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What can we do using just hash functions?
What would be the advantages of such schemes?
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